QUALITATSSICHERUNG DER e
SYSTEM-ZU-SYSTEM-INTERAKTION? /2=
MIT BENEFIT?

Die zunehmende IT-Unterstiitzung der Geschéftsprozesse - insbesondere die einhergehende
System-Integration liber Unternehmensgrenzen hinaus - macht uns essenziell abhdngig von einer
fehlerfrei funktionierenden Interaktion der IT-Systeme.

Schnittstellen, Interfaces, APIs bilden die Basis fiir die System-Interaktion bei einer automatisierten
Geschéaftsprozesssteuerung (BPM), B2B-Integration wie auch bei Multi-Channel-Konzepten.

Der Vortrag fiihrt Sie in die Qualitatssicherung dieser System-zu-System-Interaktion ein und zeigt
Liicken und Auswirkungen der iiblichen Herangehensweisen. Zudem Sie lernen Tipps und Tricks
kennen, wie Sie bei diesem spezifischen Testobjekt friihzeitig die Qualitat priifen konnen und so lhr
Integrationsprojekt positiv beeinflussen kénnen.

LUDWIG RONNY ECKARDT arbeitet seit 1997 in immer wieder wechselnden IT-Projekt-Themen:
Anforderungsmanagement, Software Architektur und Entwicklung sowie Qualitatssicherung. So
kennt er die spezifischen Blickwinkel und Uberschneidungen sowie deren Synergie-Potentiale. Sein
Spezialgebiet sind Geschaftsprozess- und Service-orientierte Unternehmensanwendungen.
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HINWEISE Yl

T-SYSTEMS MULTIMEDIA SOLUTIONS

Alle innerhalb der Prasentation genannten und gegebenenfalls durch Dritte geschiitzte Marken und
Kennzeichen unterliegen den Bestimmungen des jeweils giiltigen Kennzeichenrechts und den
Rechten der jeweiligen eingetragenen Eigentiimer. Die Verwendung von Marken und Kennzeichen In
dieser PDF dient lediglich zur Information und gibt keine Auskunft {iber deren freien Verfiigbarkeit.

Die in der Prasentation enthaltenen Fotos und Grafiken diirfen nicht unabhangig von dieser
Prasentation und auch nicht einzeln verwendet werden.

Eine Veroffentlichung dieser Prasentation, auch auszugsweise, ist ohne ausdriickliche schriftliche
Genehmigung durch die T-Systems Multimedia Solutions GmbH nicht zulassig.
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EIN BLICK UBER DEN TELLERRAND
AUF SCHNITTSTELLE, API UND SOA-SERVICE
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<< System A >> > << System B>>
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QUALITATSSICHERUNG DER SYSTEM-ZU-SYSTEM-INTERAKTION?
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DIFFERENT TYPES OF INTERFACES v

OF SYSTEMS

= “
%)\ <<User Interface>>

<<System Interface>>

g] :
Web Shop :
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f j<<UserInterface>>
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Payment Provider
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<<System Interface>>
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DIFFERENT TYPES OF INTERFACES s
OF SYSTEMS
TODAYS FOCUS: SYSTEM INTERFACES

ser Interface>>
<<System Interface>>

£15

<<System Interface>>




INTERACTION - BASICS g

T-SYSTEMS MULTIMEDIA SOLUTIONS

3 5
Web Shop Payment Provider Business Function
“ #‘ = |nput-Parameters
- /: = Structure
N j g - Validation
= Response-Values
T % ____________ | = Structure
K " = Functional Exceptions
A .
? Interaction-Sequence
\_ 4
e % ------------
/
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SYSTEM TO SYSTEM COMMUNICATION —greaed
ALL AROUND

= Social Media - i.e. Login
= Facebook, google+, Xing, Linkedln, ...
= Commerce (B2B)

= (Google Maps, Amazon, E-Bay, Salesforce, Force, ...

Industry standards for interchange

= EDI (Electronic Data Interchange) standards (Edifact, ... )
= SEPA (Change to IBAN and BIC)

= Systems with Plug-in-Interfaces
= Browser-add-on-interfaces
= Developertools like Eclipse add-ons

Old file-based Interaction
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VARIOUS TECHNOLOGIES ey

USED FOR SYSTEM INTERACTION T-SYSTEMS MULTIMEDIA SOLUTIONS
file-oriented
synchronous
resource-oriented
asynchronous

service-oriented

SMTP
Corba FTP

TCP/IP
SOAP SSH

HTTRS) WS (family) AL JDBC

WS-Security
REST RMI Socket

attachments
JMS / MQ

(e.g., WebSphere, webMethods, RPC
Sonic, TIBCO)
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COMMUNICATION ACROSS BOARDERS ””’Z}’ff

T-SYSTEMS
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WHICH PROBLEMS DO WE OFTEN FIND /”‘%:jf
ON THE SYSTEM INTERFACES?

* Functional * Load and Performance
Different return-value for proper - additional clients / consumers system does
Input-parameter not as expected (wrong functional
Different behaviour for unexpected behaviour, bad response times)

Input-parameter race conditions (2nd earlier then 1st

accepts invalid input-parameter message)

* Integration Problems y. Security
«  React not like documented .

Hacking-wholes

New Version of provider of interface behaves

different (Functional) Exceptions offer information for hackers

Does not work with my technology
(Encoding + Standard-conformance)
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QUALITY ASSURANCE ON APIS

Simulator
Develop-
ment
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QUALITY ASSURANCE ON APIS

Simulator
Develop-
ment
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FUNCTIONAL API-TEST

= Replace the real system “Web Shop” by an API-Test-Tool

<<Consumer>>

Web Shop

3]
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FUNCTIONAL API-TEST —greaed

T-SYSTEMS MULTIMEDIA SOLUTIONS

= Replace the real system “Web Shop” by an API-Test-Tool

= Direct access to system functionality
= |nteracts with “Payment Provider” like a real “Web Shop”
= stays with interface-contract
= Focus on business logic / functionality

= Easy creation of typical test case logic _System

= Supports different transport protocols and content-formats under
(HTTP/HTTPS,TCP/IPJDBC,IMS (e.g., WebSphere, webMethods, Sonic, TIBCO), ;| test (SUT)
MQ,MTOM(XOP)/MIME/DIME attachments REST,SOAP,UDDI,WS-*WS-Security, SAML,More/custom) s L

8]

nsumer>>

ce Test Tool V=
©

<<Provider-Interface>>
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FUNCTIONAL API TEST o vl
LEVELS OF QUALITY CHECK

1. Send request, receive and validate response
according to message exchange pattern (MEP)

2. Data-driven variation of request data
Send different variation to test different paths of business logic
(range of positive and negative test cases)

v All operations

All mandatory and optional parameters
All parameter combinations

All parameter validations

All data combinations within complex types

N N NN

All exceptions

3. Sequence of interactions
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FUNCTIONAL API TEST —greaed
LEVELS OF QUALITY CHECK (2)

4. Interact with GUI of system under test (combined Interface + GUI test)
I.e. to simulate a human interaction like loan approval

\ <<user interface>>
<<System-Interface>>

onsumer>> 4(

ace Test Tool
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FUNCTIONAL API TEST Y aal
LEVELS OF QUALITY CHECK (2)

4. Interact with GUI of system under test (combined Interface + GUI test)
I.e. to simulate a human interaction like loan approval

5. Validate business-data-status inside the storage database of system under test

~

\7 <<user interface>>
<<System-Interface>>

Consumer>> 4(

rface Test Tool

<<System-Interface>>
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INTERFACE TEST —greaed
ADVANTAGES OF A SPECIALIZED TEST TOOL 7"

= Cover all matching test types

=  Simulate message race conditions
(2nd earlier then 1st message)

= Integration in test management tools

=  Automation of tests &
Cl-Integration

8]

<<Consumer>>
Interface Test Tool

ol s
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QUALITY ASSURANCE ON APIS

Simulator
Develop-
ment
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API TEST CREATES BENEFITS e

7,

FOR PROJECTS AND YOUR IT-GOVERNANCE. Ao

Save Time, and find failures early

Move some test-efforts away from critical path direction development

Start to test before GUI and all used components are ready and integrated

Support faster integration and locate error-prone components faster
Save infrastructure-code and make tests better maintainable then unit-tests

Reuse test cases for smoke test, functional test, performance test and monitoring

Know about the Quality of your via APIs offered system-functionality

= Getindependent and objective Opinion

= Higher functional test coverage
designed on base of your APIl-specification

= |ncluding test of standard-conformance, load and performance, security

Save Costs
= The earlier bugs are found, the cheaper it is fix it

— néeds additional special knowledge about communication specifi?s '



DID YOU RECOGNIZE CHALLENGES OF /—wgmf
YOUR PROJECTS? T-SYSTEMS MULTIMEDIA SOLUTIONS

QUALITY ASSURANCE OF APIS,
SYSTEM-INTERFACES AND SOA-SERVICES

Ludwig RonnyEckardt
+49 351 2820 2162 (Phone)

+49 175269 13 38 (Mobile)
Ronny.Eckardt@t-systems.com

http://www.t-systems-mms.com/TIC
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